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(54) SYSTEM FOR RETRIEVING ELECTRONIC DATA FILE AND MAINTENANCE METHOD 
THEREFOR 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a system for 
enabling an entity, for which access to a document in a 
data repository is permitted by a transmitter of the 
document, to retrieve the document preserved in the 
repository of a third person in safe. 
SOLUTION: A document transmitter 200, a repository 
manager and all the entities having the privilege of 
access to data in the repository have vault environments 
as the safe expansion of respective work areas. A vault 
of the document transmitter 200 maintains an access 
control list(ACL) concerning the respective documents 
stored in the repository. The vault of each entity having 
the privilege of access to any arbitrary document in the 
repository maintains a function list collecting the 
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privileges of access to all the documents stored in the repository of the entity. 
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aque) j II @ i LT^S-et 5 (fc t HlSJr7°i>x- ? Y 

^skiKttiw^S J; 5 icv-y T/Wt-fS) te©ffiE©">^ 
■f«-i:*s-e#5 0 -ic^aififlHBtt, *v9Tvf* 
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i«-S#©*y by-^«^2 0 8^r^LT3t#y ^v 5 
by • f - 2 0 4 rtl^5^f ^T^ir^t^ 5 i 

*^by • ~y^xA©^-ift'i±, mH#^itfflLry 
b y ^©yc#7^-/vK©«^i4^w$*5«« 

[oo25]is u^**jg«©3:#y ^ b y • 
yA2 0 4i4, 2oofMI> ryyy-v-3>"-y- 
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x.5o r/y-^-i/ay-t-/-! (as) x-y^ 
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&«ftflB£ ftJrili MD2*fcfiMD5^v !; ^^ 
FOl^l2 8fyh) T*fo5„ UK-, rtbi±-*-[Bl 
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5*f*-f b y • f-t'X^LT, -t-^TOa-if 

*ttfflT?#5i 5t-ftoTv^ 0 ^pfldr-sa^ii, 
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£Ji, f^AfcgBSiSFftS (^n-^4 2 6) „ 
[0 0 5 2] |8«#©^BES*S«^(E-e#5»^ 
g*ic© h \£Xm fc *{rSltSt o fc&Egr*? 

h (7"n^ 4 2 8) 0 KjHtg©?*- /H*f±, IflHMf 

* hy^KR*" (^^4 3 0) 0 ^i^*^©? 

A- hfi, #ffi5fiE0^^Tyy ^r— >3 V • f— ^© 
?>-^MC|5S1-5 (7'D-^ 4 3 2) 0 T^'J^- 

yvh©a*S:«ifE1-5 (^n^4 34) „ ¥£#&EE 

^.MCflBftSftS (7'ny?4 3 6) „ #£#£11-? 
I5H^, *^B#7CS6* Hi Lfc-fc*T 

:/y 3 v • ^^iew LftH-ntf*e>*v>»#- 

»C«ffli-5fc»t, T^y >>g V • ^-A • 

tilt* (^ny?4 3 8) . 
[0053] ^ttWLfcH-rar* 

(immutability) tfj£© <t 5 f*-* • 'J h !> T? 

^#T^-fe^ffl»icB81-5S#-5 s fc5o l-fcfofc, X 
#©gff *##!f "T b fca — jf fc* it as * © ft BWE1- 5 
£fctfSWe*>>J, S:#T^ir^f ! F«r«, 

y^ h&|£E1-5fF ^^©J^^^X-^tiT^ 

5i©a- y-Yf ttaMfcE-ct 5 fc ^ 5 r fc t?&s,, y /K 

Pi 9 xmnr 9 ir W^fcE-fSttPI©^ ^ r fc 

[0054] 5:*r^irxfi5ij#P«^l4cofcfecoryy 
y-v'gyoSttti, 2 o©^&5^ :/©£,©#& 

1) ^.-wraKi-sfFBrsr^^b^rv^i-^roje 

SSr^oftSfcfeco^Srlim-Stt, i^U 5 

2) a— !P*ssi|gHc3:»«)StWL.*r*ff > f ^ 



[0055] t^TCT/D^Hyii, 3t#®WL 
^T^-fe^ffl»ft^*1-5^#&5 CkfET^-fe* 
•?-f:/©2) „ ^CD^-f :/©T ?-£*©#"£•, "J jtfi? 

[0056] /cTcu — §s©ryy-jr— >3>-ch:, is 
y h y ftM^-et srt iJ^-5r^Tttftv\ t *. 

if f41"C(r if <D3t#ic r ^ -fe ^ t? # 5 *p o T ^ 5 fc 

»s s*5c©s^©s:*T^-fe^^iii-5^»^ y^ 

h y v-a ^^ioTiJSftgttSi 

[0 0 5 7] S:*©*!^-!?^* < LB^r©* 

###I^B#i^Jittlbfc rsystem for Electronic Reposi 
toryof Data Enforcing Access Control on Data Retri 
evalj iV^ig^CDtMI ( I BMilS^fC A 9 9 8 
-0 3 0f) OilT'fcS. Z<DisX<T&X'fes 

[0 0 5 8] a- if#S^<D3t#T^-fe^iC|81-53^ 

•P©^aEtt©J;5««jft»S;tt, ^#^mt3t«SiWb 
©M^(cM1-5^©-e&5o i©5#ft«fc1-fc*lc, 
T^ir^^JfPtflBttTyy ^-~>a > • 9*-^^-^^ 

BI6^v^bgl8©«^Ell^bTfB-Clft^1-5o 
[0 0 5 9] jf* U^IQfc^llB-Ctt, 
3--if©JC#iCxt1-5T^ir^fF^ftl5SiJ-r5, *nk: 

p^sttite>tL/cT^i?*fiiij$iy ^ h (acl) srw-r 
v ^£ v ^ittt if r ^ ^ 1- 5 r fc © -e f 5 f-^-c 

[0 0 6 0] 7F^'l4ftf*|iEl-5fc*t)(r N #ACLJ4, g| 

rtbfcWbT, #atgy^btt, S7K*1-J;5{-li 

[0 0 6 1 ] H6^?5*&*5fc, ACL^MUf^tLTV^ 
5 fc ^ (^ny?500) , 3»ff*#© h ii 

^©^Ml-ioT^S^gftS^-^^^b (^oy 

^502) . r^-fe^^H©^^^ (r^-tr^©iaip, 

teas, SfcttWBB) Sr«9Ji-S^yfe-i?iJS, JC#-© 

tlZ tfv 5 0 4) „ 
[0 0 6 2] ^-ACLirii, ^r©gir©*E©- / ' s — v'a 
>#^f-*5J;U^A • ^^^^sftMI-So bfc^o 



v^-fA • Ws-7&fk&<D94J* • *9>7*XW.%& 
?L 6)3x5 (^7^ 5 0 8) 0 AC L©*3H4£«E-f- 

5fc*oh^^, ^©fcSACLicHilttrt&avc 
^510), ACLfc, xm$m%<r>y*—A>Y\iLi. 

^Xm%£tlZ> (Zfuy?5 1 2) „ 
[0 0 6 3] AC L b-^VS*. #Jfe»ACL^iErafc 

fc^a-lKBT^-tr* • r^y 4— >a yt*Kf^^ 

^SffitWa — b-^ls^tlS (^P y 

ni4)„ h-^tt, »*iOfc»l!:jt»3S 

ff#cOx^^ by ^-^$3x5 (^-7^5 16) 0 

%<DX\ 5:#ACL^*ff©t,©T'fe5^5^0*^ 

[0 0 6 4] !!J«^-h«sx#SrI&*)aLfc^if 

(g|4C0^P y^ 4 0 8) „ ^*.7EC0fF"5I^|lEi-5/c 
(g4^P^4 12), 3C#3gffi#ro^*-^ 

5#7G#ffi£ * ixfc fC*f1" 5 T * -fe * ft 5 - 

[0065] gas© j: 5 ic, y b y ft<Dxm*ffi% 

LTV^^a- iftt, #ACLOjEUv^ 3 y©i 

5? a ^14, 3-— fa?** hyzf±iz#m£tiX\,^m 
£ttt b-^Vfc^--1fCD^-^brtiC^$tl,TV> 

fit, I*4ttlcMTt5rim5, a— 

-/i- b fr#Hlrt £ fi/CV ^5 A C L SrtfeBE-r 5 1 o 

iFOACLaSJ&BESflS,, 
[0 0 6 6] ACL«rtEtc3te»Lfc»^, a— 
-/Vb • T^y^-^a >-{4, ACLCioTffil^tl 

#OACLSrW»Ei-5*-e«F«Si-5o PE#©ACL© 
WISE?" n ir * Hi ft, 3- - if © ? * -/V b li^fttt * tl± 
ACL b-^V£^— if F^/±tW^tifc 

[0 0 6 7] ACL^j|ff$tL/ci:#, Bl6(C*Lfc^ 
Xy^fcWLTV^otfv^xy^^^tLSo i 



[0 0 6 8] #-3--if©y**- /Vb(4, a— if^r^-fe 

5-r^r©s:»© y * b tefsttttm y * b 

£ffl3-f5„ «fgy^ bgfr©M4 (currency) f±, 

^©{fcE tt#ACL©Mff) £^1"^ yir->^- 
ifCD^-/Vbi-#ffii-5t (/P^ 5 2 0) , 3.- 
if • brtro«ffi!J* bi4/^--^a>#^ (^P 

^52 2) *5ilK*iT©^A • ^^y/ (:/py* 
5 2 4) irioTgSSKitJE*f$ti5o *l§y*b©E 

(7'py^ 5 2 6) „ r©b— ^r±, a-— f<r>V*— 
?vy\z.s.oxm&%*i (^^ 5 2 8) , *fgy^b 

-^ttttfliy * bi±, ^^fcta-fO^-A'MC 
fcttSftS** (^p^ 5 3 2) , H0fi s ffx.5i3fc 
^5*r*^cD*v^tgy x bco b-^^i±3.— ifcox^ 

* b y^KteittSftfc b-^Vi:*j-JSLTV^CDT:\ 
3.-if©^>-^b!iiS-i/«y * b i^txtMiitttf 
kft/c b-^ v£»#1-5o 

[0 0 6 9] a&rottiffiy x h*7*^^ by^±i:ftift 
Stvfc^i-S^-ifro b-^ low 
*ffitt, ^.-if^p^^Lfc^ia^^MftS* 
5%C>-efc5 (7'Py^ 5 3 2) „ a.-ifo^^by 

^*#$^^•cv^5^-v^b-^>'t^t^t5^±•T9 L ^y^'*r 

5ri««T?t, ^v^-t ! ^©HiT^*^fc h-^ySra.— y 5 

hyT'tcssflrrsrtasT'ts (^^ 5 3 

4) „ ^--ifcox^^ by7 0 Jlt 5 l 1 rv^ ^^setift 
*v«y ^ b^iW^^icM^it^tt 

fc b - ^ v^a-if <d -/v b nm-r 5 r t ^5 x- 

[0070] ^--if©^^ by^Jiicfesatgy * b 

• b-^£Mfr*-3ft#^fe (0**T) ti, SftK 

[0 0 7 1 ] ACLtSfgy^ bSrflft^(C-^^i±5fc 

friax ~y^^(ommtti:-ox^^mm (itt*.mz 

M Vault Registry® D R D ) f>K MfflT?*fe$ixfc 

[0 0 7 2] i©^^r-i>,©|gm, ACL*3itK«^y 
^ bi41--<T^3xm©FJf#*fcioT»«^tl5„ ^ 



[0 0 7 3] ^^T^y^-v-g^-f— /^^*- 
/VHcioTHfi^S, *ISM#oWS©lB|l^ffJRa 

W t i a— iP^T * -fe * SrfF $ tvCV > 5 ##© 
[0 0 7 4] FJr^#tt©«'J^TgtittrJ;oTii, 

FJT^^ffi©AK:F;T^©£«©T^-fe* • y * h»ifcE 
£ffr^tSi5fc-t-S;&^fcSo fct^fj, gf^r# 

»©T^ir^ffl«£rSfre^ Si 5 t-ftSo 
[0 0 7 5] *|SPJ»$fiLV^S^(-J;^«\ AC 

fcT vjxt Artcoffico^--- if tfs^frf S - £ ^r-t 

So 

[0 0 7 6] mfiACL©Mfr£i*^Si:t, KffSr 
tf?a-tU ^rcoACLcoftffcol-^ftt h-^VSr 
«^5£fc#r*4tfftff*&4^ 6 0 

o) 8 ii&ttfh^ytt, ft »fsi#© y 

4) 0 JE*f£fr5 3— i?*sr©X»©ACLl!:fl0 3r 

^Mc:n?-- ^yt-^St (^.^6 0 
8) 0 

[0 0 7 7] /I' h 5 a—if© 

;£#^©T*-fe;*«:tfeIE-Cf 3i§£\ *5iTJ«ACLb- 
^^-j?sy#tw-fA' fc© 
T-fe5#^ (^n^6 0 6) , A C L liSSr £*b 
Py?610) , ffbl^ h-^^^^$tLW^$^T 

(^p^6 12), *ffi#©7*-/VMcte*fi£*l.5 

Mff7C©^>-^ Mc^ff £;TiS (^n^6 1 6) „ 

fc«>KH*Dn©'5*** hyr/KEW &vy9 6 1 
8) „ *fLV^£tt£ b-^i^fc, !>#i?MJH:* 

t-;^tet5^ttT*|:5 (^7^ 6 2 0) „ 
[0 0 7 8] r©#JdtHc, ACL©M*fSr3lffC^S 
A^S- 1 AfctfT&S r t 3. 7t £ xJf , 

s:»3f*#©^3^ (John) am«-i?fletril#\ ttfclBl 

foyjy- (Mary) fc, 3:»OACLtHt5«Of 
Sf©h-^^Sr^x.Sitl-ioT, «^tt*r*^t? 
v^SMt&^c^fo^s^ACLSrHSfT^Sipi-fF 



rttcio-c, ACL©Mff^* ; fT-rSo ^ry-ii, 

r©ACL©ffLV^gft-£ h-ty^H-M*) . 

y^ttCWLfe^ftlt, r©»fLv^-?y 
b-/WLfc«, 5? a Vf±g#g#©ACLjEff 

[0 0 7 9] x— ^©^y^Ty^iOfliia 

y h y <»mw&i>K ««r ©'< ?^r? t"^ t>3c 

So nfrttfcijttf, 5V** • ^7y^i»MW 

^-^^"^©es^cfc^^^s^^So 
[0080] /<7^ry^t*5^go*5f-^ 

HU ACL (T7*y ^-^a > • "r—p^— 

* 4 ft Km h © if e> £ ^ r v ^ s m 

^Cfc) > «y^b (Sua!©i5«tg5rMTl-S^ 

yxhTfoSo x~-*£«7nLfc«, **f«^y^Ty 
^f«(c^tf$ttfcSifi±*fc^Srt^&5o 

s±, AChnxummv * f©MSf^^ni-^*^s^ 

fgtt^fcSo ^©i§^, a-if©^** hs> 

fifc^iiEh-^v^, *tjs-rs^>-/vhrt© I— 
sr t^fcSo 

[0 0 8 1 ] L-fc^oT, ^ft^&^x-^fc&Tcl- 
S#^©tI*^JiWi-Sft*l^ ioTro^xfA^^g 

©^©^^A2-e«^Lfcti5S-rs 0 

[0 0 8 2] ^V-^MC^ttStlfc^X-^^- 

acl, at^y^ h> fciwis-rs b-^^©^ 
^x-^aTE^nfl^^s^, ^-f ai iosfrts: 

^i^t^tbi-T25"fe^r«tS„ a.— ifriS^A 
1 i 'JSfjlCttfF^^tiTV^T, ^^fAUOiW^A 

»u it38it!i s ACL h-^^o^-*y^Sr*trf5 

•f-<T©a-iff4, ^ft^-^tlBnoaK, ACL* 

[0 0 8 3] ^^-^^-^©^^aTC^K AC 

l, «tgy^b, fci^^v-^b^M^tLfcb-^ 

tfW^^TV^Srt^lSII^Srt^feSo ^T©h 
>-f**fT©t©T?&Sfcfe, ftfc©^fi4V^o 

[0 0 8 4] su©<r-^ tu. «ng y ^ h 
(c&»£^t^Sv^xa©»i^s&So 

-xjoitKAC L^7n^tiT*59 , ?>-^ 



-10- 



-r^x<DxmmmftA c l srH*f b*w^Hrft e> * 

[0 0 8 5] x-^-^-^CO^^^jffilt^im^^e. 

y h y «=a#»S7c#, isff#^ E ^ 

SrtmS, ^©T^-fe^Kitfi, UTjf^MJrti- 
*&»£;fxT^5^T©:3:*Kgffi£:ft,3;$\ £fcfiS 
y ^ ^ #A-ft3:#©lf:/-fe ^ h TWdilffl £ti 

-fe * £ IS "Hp L 7t "J M <0 ffi L "J 1" -5 It PI f 4 t, & I/ \ 
[0 0 8 6] £*±, IBM Vault RegistrySfiSSrteffl LT 

fc 0 fc«L**M^, #3.-- T©^^ hyT'fcn-* 

«fcSHtW-5«W>»iBfc4Sffl t>HK-C# 5 r. t tt, 

*#©!|#Wif*©tefflt-J;oT* 

[0087] jtfttLt. ^wvmmmLrzkT 

©W^rlS^-rSo 
[0 0 8 8] (1) f-^'J^HJ'^fAlClS 

■^fAtfcot, ( i ) "r—t> • y v y • v^-r 
tzum-tzmmmmt, itwajg 1 ©^-^^ 

7 s - * • 7r-f/H-*J-r5^l©^--1f ■ ^vt*^-* 

TJMzartz>mi<?>=L— f • ^>t°^-^©r^-fe^ 
#*{cf^«^#^5 IftroJISr, & 1 ©gE®£Mfrr 
5fc*, BUfB^l©^-^^^b • -fnSfy&frhMm 



7='-^ • ^x^^MIE^©^--^^ • -fxisfy 

McMtktsti&mz, mtmi ©^-^^ h • 

(2) fulfil? l©^-^>-h • ■7vjr<7JK&&ft{M=* 

>-t°=L-?<D%±f£$;^xh'9 . fulfil? 2©^- 

h • /a^7A#|l©a- if • ayifa-^^ 

aas-e&a, ±jb (i) ^ib«©s^*-> ^t 1 ^ 

M«\ fulfil? 2 ©^-i^^f. • /P^A^illffl 

(2) izmm(o^±t£^^K 

(4) If t-^ • 7r^/H:tt57^t^WW 

h • 7D^7At fulfil 3 ©a— • 7P^7 

7rW/H£*f~t-5!g2©3.— if. a>f^~^©r^ir 

7>#tinBi-rs^ 2 cow** $ i (/mmi-ma 

-f&fcm^, If7-^ • 7r-f;H^t5f l»a- 
if • 3Vt^-^©T^-fex#ttlrU#?r#^5a®© 

i2©i-^yh ■^o^7A^6i5fSiS, I? 2 
©IB®?:Mff-r5fcfei-, mf-T 1 -^ • 7r^;K^*t1- 

*a«r^*s tff-iS' • 7r-r/^SflfB^2©3i-v 5 
h • 7°n^7A|^Sc$^5tfji^ tfjfa^l©^- 
•^7 1 • -fxi ?*7 9 ■ 7t4 Mc*ft6 

v>i^ h • 7 c n^7AiC*^^ti5lt)iC, fulfill 1©^ 

-^7 1 • 7c^7A#iff-^ . yrJMZjfrf 
Sfc*©#S:^^tj>, Jiffi (1) (2) K^-fti 

(5) «rlB^3©3i-^^h . ^o^7A^wiaff2 

(4) tlB*©^^^^^ 

(6) iTrr-^ • 7r-f/H^*f-f5*frlB^2©3.— tf 
• =i>'t° 3 L-^©T^-ir^i|t«(-ij#Sr-^x.5S®©^ 
SSr, tfJlfi»3©3i-> :; ^>'h • yn^yA^fcWIBlB 

±e (5) iafia©s^^^xA„ 

(7) iiftS^^Hf-/^^t?, ±ffi (2) Sfcit 

(5) (CfE«©S^v'^xA 0 

(s) meMmmtiz.w&ztiit'?—? 'vxvhv • 



5.fc5K:»&iSftTV3, JifB (1) , (2) , *fci± 
(5) ©v^n*»-*K:»«©S^*^^7 l A <) 
(9) OTfH^^^-^mfBx-^ • !>#i?b!> • 

v^^A^^/itess-efcs, _kta (s) i^fa*©^ 
do) m^x-? • y^^by^cD^^*^-^ 

fcfB® b U y h 5 ft I^HtM S ivt v ^5 «^ 

(id *f—f> • y^by • ^xArttcfeifftstvfe 

fz&m?7*~? • ? r 4 Mm-t-z>T ? ^um*') * 

mm 5 3 v ^ - 9 tc it «y m-r % t , *? 
—9 • y^i^hy • v^T^ftw^/jK Hio©if 

B*fc*tt- 5 T * ir * * ffffBT * ir * W«i«r^-f 5 MS 



(12) _hfB do) iciBac^^^^tv-^-eii 
BiK^^y„ 

[0 1 ] m±m&s&&mm-rz>xmy hv • 

xAcd«-0-t?&5 o 

[04] ^wtissrs^ro^P-fe^sr^t-jenia 

[05] ^BJ^i53t#^*»'7 p n-fe^5r^i-^0 

[0 6] #3SK©#£i^l£8S&fl8ii:J:3, 
*^i-^ti0"t r '&S„ 

[0 7] *^©»£LV^»fifr±2K 3t»tfe3ffc 
M -f 5 7 * ir x fjjij #fl co ^ »4 £r ffi^-f 5 fc ft © 7 s n ir * 

[0 8] ±5«ttX»K9PMMWIftf![ D ST 

20 0 x»»flr# 

2 0 2 xm<o*%. r^-t^wifoWS-c 
204 3t#y jtfs?b y • f— t** 

206 mm^-hi- 

2 0 8 A»©1WE 
210 fr—i/ -a V 

212 ?—■!"<— * • y^Kv^by 

2 1 4 Cfrf—A'b • 

216 X*»fS#^-/Wb 

218 3l*/«-b-*-. ^-;vh 

2 2 0 AS^-/Vh 

2 2 2 V*-/U}-&U-7x3t>'yJ* 
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[HI] 



[02] 
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[0 3] 



7?tl»-5/a> ■ ■ tf*-J\>b 




#ffigEMtS*tf 



£ i) *!? h 'J left 

art* 



T^'J-tr— va> ■ 
It— A • JL. h 
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«04 

' / 






40 



411 
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JL 500 

No ^ACLIi\ 



Yes 





- 


A 






RSfStifci— #10?*— )i Hz 










AC L©/i-V 3 


- 



512 







1 






- 


1 




ACLfC»€T*> 




1 




IWSFtifca— * • jl. hie i?> 


- 








- 



516 
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[0 7] 



a.— tfflt9*-JUH=*«*nfc*(lfiyXF- -522 



524 







L 532 

> 





zl— *fO)T*V h v XtlcfcM Sftfc -534 



[0 8] 





AC L|C|||t§S« 




r-5 
















ess-*- 4 






808 
















614 
^ 



A C L CO h— >? >0)% Lr 



120 



H=l£2it-& 



7oy h-^— 'J(DWi^ 

9510 98 
y #-£-*Hl0549 = »-3-*fl|T aii>,23i^ 3^5 ir^f) 

K 246 168 
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